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Summary
Offensive security–driven VAPT professional with a strong foundation in web application and network penetration testing, fo-

cused on delivering measurable security improvements for global organizations. Computer Science & Engineering graduate with hands-on
experience conducting black-box and gray-box assessments, deep reconnaissance, attack surface mapping, vulnerability valida-
tion, and post-exploitation analysis using Nmap, Burp Suite (Pro), OWASP ZAP, Metasploit, Nessus, Acunetix, SqlMap, Wireshark, and
Kali Linux.
Proficient in identifying and exploiting OWASP Top 10 and business logic vulnerabilities, including SQL injection, XSS (stored, re-
flected, and DOM-based), CSRF, IDOR, SSRF, authentication bypass, privilege escalation, insecure deserialization, and security misconfigu-
rations across Linux and cloud-hosted environments. Strong understanding of HTTP protocol internals, session management, firewall
rules, network segmentation, and secure architecture principles. Experienced in producing CVSS-based risk assessments and
remediation-focused technical reports aligned with international standards.

Experience

AI/IT Intern Tokyo, Japan
Estoma Inc. (Japan METI Govt. Internship Program) Oct 2025 - Dec 2025

• Worked with Ruby on Rails, Ruby, Vue.js, Vite, and Docker in production environments.
• Designed backend architectures including data models, API routing, and scalable logic components.
• Conducted Vulnerability Assessment and Penetration Testing (VAPT) on web applications and APIs.

Cybersecurity Specialist Intern Dhaka, Bangladesh
DeshLink Ltd. Jul 2023 - Nov 2023

• Performed penetration testing, network security audits, and comprehensive security assessments.
• Identified and documented security vulnerabilities with risk-based prioritization.
• Delivered structured security hardening reports with actionable remediation recommendations.

Cybersecurity Intern Remote
Senselearner Technologies Pvt. Ltd. Sep 2023 - Nov 2023

• Executed VAPT activities for enterprise web applications and infrastructure.
• Wrote cyber awareness guides and comprehensive security documentation.
• Supported threat intelligence operations and continuous vulnerability monitoring initiatives.

Education
B.Sc. in Computer Science & Engineering (CGPA: 3.81/4.00) Dhaka, Bangladesh
American International University-Bangladesh (AIUB) Apr 2025

• Dean’s Honorable Mention (3×) - Recognized for academic excellence
• Academic Scholarship Recipient - Merit-based scholarship award
• Thesis: Hybrid Approach Towards Modernizing Efficient Vehicular Networks
• Graduated with Honors: Magna Cum Laude (Academic Honor)

Skills
Cybersecurity & VAPT Vulnerability Assessment, Penetration Testing, OWASP WSTG 4.2, OWASP API Top 10,

MITRE CWE, CVSS v3.1,
Security Auditing, Threat Intelligence, Risk Assessment

Security Tools Burp Suite, Nuclei, Nmap, Metasploit, Nessus, Wireshark, SQLMap, Katana, Dirsearch, Gob-
uster, OWASP ZAP,
OpenVAS

Programming & Scripting Python, Ruby, PHP, JavaScript, C++, Java, C#, Bash
Web & Frameworks Ruby on Rails, Next.js, FastAPI, Vue.js, React, Node.js, HTML/CSS, REST APIs
Databases & Systems MySQL, PostgreSQL, Oracle, Docker, VMware, VirtualBox, Linux, Windows Server
Networking Cisco Routers/Switches, VLANs, OSPF, NAT, TCP/IP, Network Security, Firewall Configura-

tion
Specializations Web Application Security, API Security, Network Security, Cloud Security, IoT Security,

VANETs, SDN/NFV



Certifications

• Internship in Japan for AI and Tech Talent - METI Govt. Japan December 2025

• CCNA (Course Completion Certificate) - Cisco Networking Academy October 2025

• Practical Ethical Hacking - Udemy September 2025

• AI-Driven Cybersecurity - Udemy September 2025

• Cyber Security Internship - Senselearner Technologies November 2023

• Cyber Security Internship - University of Dhaka (IIT) October 2023

• Network Support & Security - Cisco Networking Academy October 2023

• Network Basics - Cisco Networking Academy October 2023

Projects

ReconScience - Automated Web Vulnerability Assessment Platform ® Live Demo

• Engineered a full-stack automated VAPT platform with Next.js frontend and FastAPI backend, deployed on Railway.

• Integrated Nuclei security scanner with 4 scan modes (Quick, Full, Network, Custom) covering CVEs, misconfigurations, XSS,
SQLi, and subdomain takeovers.

• Implemented real-time scan streaming using Server-Sent Events (SSE) with live terminal-style progress visualization.

• Built JWT-based authentication, per-user scan history with PostgreSQL, and exportable security reports with OWASP Top
10 mapping.

• Designed a premium dark-mode UI with risk scoring dashboard, severity breakdown, header analysis, and technology fingerprinting
panels.

OWASP-Aligned Web & API Penetration Testing of Multi-Tenant SaaS Platform ® Project Link

• Conducted full-scope authenticated and unauthenticated VAPT on a multi-tenant web application (Vue.js frontend, Ruby on Rails
backend, Auth0-based authentication).

• Performed comprehensive testing aligned with OWASP WSTG 4.2, OWASP API Top 10 (2019), MITRE CWE, and CVSS
v3.1 frameworks.

• Identified 22 security findings across severity levels: 2 Critical, 7 High, 7 Medium, 3 Low, 3 Informational.

• Discovered critical vulnerabilities including weak JWT revocation logic, exposed debug console, IDOR in API endpoints, and CORS
misconfiguration.

• Conducted reconnaissance and endpoint enumeration using Nuclei, Katana, Dirsearch, Gobuster, and manual API fuzzing.

• Provided structured remediation recommendations with prioritized risk-based classification and implementation guidance.

VAPT Project - Security Audit & Testing ® Project Link

• Performed comprehensive vulnerability assessment following OWASP and NIST security testing methodologies.

• Identified critical security issues including insecure authentication mechanisms, broken access control, and server misconfigurations.

• Delivered detailed remediation report with risk scoring, exploitation scenarios, and mitigation strategies.

Elite Depot - E-Commerce Platform ® Project Link

• Developed secure PHP-MySQL e-commerce system with input validation and prepared statements to prevent SQL injection.

• Implemented comprehensive admin dashboard, inventory management, and order processing workflows.

• Designed scalable normalized relational database schema with proper indexing and query optimization.

Study Assist - Streamlined Study Center Management ® Project Link

• Built a C# desktop application with Windows Forms for comprehensive educational center automation.

• Implemented modules for staff management, attendance tracking, payroll processing, and automated reporting.

• Designed interactive dashboards displaying real-time insights and analytics for administrative decision-making.

Course Management System - Smart Course Automation ® Project Link

• Developed modular Java OOP system demonstrating design patterns and software engineering best practices.

• Implemented core OOP principles: abstraction, inheritance, interfaces, encapsulation, and polymorphism.

• Added persistent file I/O logging system for data persistence and audit trail functionality.

https://reconscience-warns.up.railway.app/scan
https://github.com/DidarAlif/OWASP-Aligned-Web-API-Penetration-Testing-of-Multi-Tenant-SaaS-Platform
https://github.com/DidarAlif/Cyber-Security-Project-Report-on-Vulnerability-Assessment-ang-Penetration-Testing-
https://github.com/DidarAlif/E-commerce-website
https://github.com/DidarAlif/StudyAssist-C-based-project
https://github.com/DidarAlif/Java-project-2

